5. Fake News- Polity

Govt Strengthens Framework Against Fake News- Minister Ashwini Vaishnav
The Ministry of Information and Broadcasting has emphasized strengthening the regulatory framework
to combat the proliferation of fake news and deep fakes. As India moves towards a hyper-connected
digital erq, the intersection of rapid internet growth and artificial intelligence poses significant
challenges to the integrity of information and democratic institutions.

Understanding the Threat

Fake News- Defined as information that is verifiable false or misleading but is presented as legitimate
news to deceive the audience.

Deep Fakes- A more advanced threat involving digital media (video, audio, images) that has been
manipulated using Artificial Intelligence (Al).

Impact- They create hyper-realistic falsifications that can damage reputations, fabricate evidence, and
undermine public trust in institutions.

India’s Disinformation Challenge

India’s unique demographic and digital landscape makes it particularly vulnerable to information
warfare.

Explosive Internet Penetration- With the user base on track to surpass 900 million, the sheer scale of
connectivity makes the population vulnerable to disinformation in the absence of strict regulation.
High Vulnerability due to Diversity- India’s linguistic, political, and social diversity creates a "fertile
ground” for manipulated narratives to take root, potentially causing voter influence and social unrest.
Erosion of Trust in Legacy Media- There is a visible decline in trust regarding traditional news sources.
shift in Consumption- Citizens increasingly rely on social media where unverified information spreads
rapidly, often gaining credibility simply because it is shared by friends or family (echo chambers).
Youth at Risk- A significant portion of the youth demographic lacks the necessary digital literacy and
critical media consumption skills to distinguish between authentic and manipulated content.

Legal and Regulatory Framework

India employs a multi-layered legal approach to balance regulation with constitutional rights.
Constitutional Basis

Article 19(1) (a)- Guarantees the fundamental right to freedom of speech and expression.

Article 19(2)- Allows the state to impose reasonable restrictions on this right on grounds of public order,
morality, defamation, etc.

The Challenge- The core regulatory dilemma lies in balancing these two articles effectively without
overreach.

Sector-Specific Regulations

Media Type Governing Law/Code Key Provisions & Mechanisms
Electronic Media | Cable Television Networks « Programme Code- Prohibits content that is obscene,
(Tv) (Regulation) Act, 1995 defamatory, deliberately false, or contains half-truths.

* Three-Tier Grievance Redressal-
1. Level I- Self-regulation by broadcasters.
2. Level II- Self-regulatory bodies of broadcasters.
3. Level llI- Oversight mechanism by the Central Gov-

ernment.
Digital Media IT Rules, 2021 (under IT Act, | » Code of Ethics- Applicable to digital news publishers.
2000) « Intermediary Liability- Platforms must prevent users

from sharing patently false/misleading information.
- Grievance Officer- Platforms must appoint an officer
to resolve complaints within a fixed timeframe.

Print Media Press Council of India (PCI) | « Journalistic Conduct- Restrains publication of fake or
Norms defamatory news.




« Powers- PCl examines complaints and can warn, ad-
monish, or censure the newspaper or journalist.

Cinema Cinematograph Act, 1952 « CBFC- The Central Board of Film Certification is re-
sponsible for certifying and censoring films for public
exhibition.

Overarching Legal Provisions

Information Technology (IT) Act, 2000-

Section 69A- Grants the government emergency powers to block online content if it poses a threat to
the sovereignty, integrity, or defense of Indig, or public order.

Challenges in Digital Censorship and Regulation

Regulating the digital sphere in a democracy is fraught with complexities.

The Balancing Act- Over-regulation risks suppressing creativity and free speech, while under-regulation
allows harmful content to spread unchecked.

Transparency & Accountability- Decisions regarding content moderation often lack clear guidelines,
leading to fears of misuse or political bias.

Jurisdictional Hurdles- Many major digital platforms are headquartered outside India, making the
enforcement of Indian laws difficult.

Technological Velocity- The rapid evolution of tech (like Generative Al) often outpaces the slow
legislative process.

Ethical Subjectivity- Laws regarding “obscenity” or “morality” are often subjective, leading to arbitrary
censorship.

Government Initiatives

Specific institutional measures taken to curb misinformation include-

PIB Fact Check Unit (2019)- Established under the Press Information Bureau. Mandate- To flag and
counter fake, false, or misleading online content specifically related to the Government of India.

The Sahyog Portal (2024)- Launched by the Ministry of Home Affairs. Function- A centralized platform
connecting ministries and local police stations to issue blocking orders more efficiently against
cybercrimes and disinformation.

Way Ahead

To effectively tackle this crisis, a multi-pronged strategy is required-

Strengthening Technical Capacity

Upskilling- Train algorithm developers to reduce bias and manipulation in Al systems.

Oversight- Establish dedicated Al supervisory boards to monitor generative Al practices.

Boosting Public Resilience

Digital Literacy- Expand campaigns to teach citizens how to verify sources and identify deep fakes.
Education- Introduce critical thinking modules in education to foster skepticism towards unverified
information.

Global and Regional Alliances

Cross-Border Coalitions- Disinformation is a global issue; India must share threat intelligence and
regulatory best practices with international allies.
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