5. United Nations Convention Against Cybercrime - IR

72 nations have signed a landmark United Nations Convention against Cybercrime treaty in
Hanoi aimed at tackling cybercrime

Overview of the UN Convention against Cybercrime

Objective-The United Nations Convention against Cybercrime aims to provide a legislative and
cooperative framework for countries to combat cybercrime effectively. It promotes international
cooperation among law enforcement agencies. Offers technical assistance to countries lacking the
infrastructure or expertise to combat cybercrime.

First Universal Cybercrime Treaty-Establishes the first legally binding, universal framework to
investigate, prosecute, and prevent offences committed online. Covers a spectrum of crimes, including
ransomware attacks, financial fraud, identity theft, and the non-consensual sharing of intimate images.
Adoption and Timeline-Adopted by the UN General Assembly in 2024 after five years of negotiations.
Signing remains open until 2025. The Convention will enter into force 90 days after the 40th State
deposits ratification.

Legally Binding Nature-Provides a robust, enforceable international legal framework to strengthen
collective defences against cybercrime.

Key Provisions of the Convention

Criminalisation of Cyber Offences

1. Cyber-dependent Crimes-Crimes that cannot occur without a computer system.

Examples-

1. Unauthorized access (hacking)

2. Data interference

3. System interference

2. Cyber-enabled Crimes-Traditional crimes facilitated through digital means.

Examples-

1. Online fraud and financial scams

2. Non-consensual dissemination of intimate images

3. Child Exploitation-Explicit provisions against online sexual abuse, including-

1. Child grooming or solicitation

2. Distribution of child sexual abuse material (CSAM)

4. Victim-Centric Innovations-First international treaty to recognize non-consensual sharing of intimate
images as an offence, marking a milestone in online abuse prevention.

International Cooperation Mechanisms

Electronic Evidence Sharing - Facilitates cross-border collection, preservation, and transfer of electronic
evidence.

24[7 cooperation Network - Establishes continuous communication channels among States Parties for
rapid response to cyber incidents.

Conference of States Parties (COSP)-

Periodic meetings post-entry into force to-

1. Strengthen capacity-building

2. Improve cooperation among States

3. Review and update treaty implementation

Secretariat- The United Nations Office on Drugs and Crime (UNODC) serves as the secretariat for the Ad
Hoc Committee and COSP, ensuring administrative and technical support.

Significance of the Convention

Rising Global Cybercrime Costs- Cybercrime costs projected to reach $10.5 trillion annually by 2025,
underscoring the need for coordinated global action.

Capacity Building- Provides countries, especially in the Global South, access to-

1. Training programs



2. Technical assistance
3. Real-time cooperation channels
Reinforcing International Solidarity-Encourages countries to work together against cyber threats,
sharing resources, expertise, and intelligence.
Digital Policy Alignment-Helps harmonize national cybercrime laws with global standards. Encourages
countries to modernize legislation addressing emerging digital threats.
Other Major International Conventions and Forums on Cybercrime
Budapest Convention on Cybercrime (Council of Europe) - First international treaty addressing cyber
offences globally.
Covers offences such as-
1. lllegal access and data interference
2. System interference
3. Content-related crimes
Encourages mutual legal assistance and procedural cooperation among signatories.

African Union Convention on Cyber Security and Personal Data Protection (Malabo

Convention)
Focuses on cybersecurity and personal data protection in Africa.
Establishes principles to-
1. Prevent cyber threats
2. Protect critical information infrastructure
3. Facilitate international cooperation

United Nations Internet Governance Forum (IGF)

A multi-stakeholder platform for dialogue on internet and digital policy. Brings together
governments, private sector, civil society, and technical community to discuss issues like cybercrime,
data protection, and online security. Not legally binding, but influential in shaping digital norms and
policies.

Strategic Implications

Global Cybersecurity- Strengthens collective defence mechanisms against cyber threats like hacking,
ransomware, and financial fraud.

Victim Protection- Provides legal recognition to new forms of online abuse, especially intimate image
violations and child exploitation.

Policy Modernization- Encourages uniform cybercrime laws, facilitating easier cross=-border prosecution
and evidence exchange.

Technological Preparedness- Promotes use of digital forensic tools, Al, and cyber intelligence for
proactive threat mitigation.

Support for Developing Nations- Helps countries with limited cyber infrastructure access training,
funding, and cooperative enforcement networks.

Conclusion

The UN Cybercrime Convention marks a milestone in global cyber governance, establishing a
legally binding framework for cross-border cooperation. It addresses both traditional cybercrimes and
emerging threats like online abuse and child exploitation. By promoting capacity building, international
solidarity, and harmonized legislation, the convention strengthens global resilience against cybercrime
and reinforces digital trust, security, and safety.

Source- https-//news.un.org/en/story/2025/10/1166182



https://news.un.org/en/story/2025/10/1166182

