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The Digital Personal Data Protection (DPDP) Act   
The Digital Personal Data Protection (DPDP) Act, 2023, and its subsequent Rules represent a 

foundational shift in India’s digital governance architecture. As India’s first comprehensive legislation on 
data privacy, this framework is crucial for balancing economic innovation with the constitutional right to 
privacy. For Civil Services aspirants, understanding this Act is essential, not only for its legal framework 
but also for its profound implications on digital commerce, state accountability, and fundamental rights. 

Introduction and Main Features of the DPDP Act 
The DPDP Act was enacted to provide a clear and responsible framework for the processing of 

digital personal data (DPD). Its foundation rests on the 2017 Supreme Court judgment that declared the 
Right to Privacy a fundamental right, rooted in Article 21 of the Constitution (Right to Life and Liberty). 
The Act operates on the principles of privacy-by-design and data minimization, ensuring that personal 
data is handled securely and only for the specific purpose for which consent was taken. 
Key Features  
1. Data Principal and Data Fiduciary - The law establishes obligations primarily on the Data Fiduciary 

(the entity, usually a company, that processes data) and grants rights to the Data Principal (the 
individual whose data is being processed). 

2. Consent as the Foundation - Consent must be free, specific, informed, and unambiguous, requiring 
a clear affirmative action from the user. Data Fiduciaries must provide a clear, standalone notice 
detailing what data is collected and why. Crucially, withdrawing consent must be made as easy for 
the user as giving it [Passage]. 
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3. Enforcement Body - The Data Protection Board of India (DPBI) has been established as the 
dedicated regulator. The DPBI is designed to function as a fully digital institution, managing virtual 
hearings, digital filings, and electronic orders to ensure efficiency. 

4. Penalties - The law imposes stringent financial penalties, with fines for major breaches of 
compliance obligations potentially reaching up to ₹250 crore per instance. 

5. Staggered Compliance Timeline - Companies are currently operating within an 18-month transition 
period for full compliance, set to end around May 2027, although the government is pushing large 
firms to adopt standards sooner. 

Significance of the Act 
The DPDP Act marks a transformative era for India’s digital economy by instilling confidence and 

driving compliance - 
1. Global Alignment - The Act brings India’s data protection standards in line with international 

regimes, such as the European Union’s GDPR, making it easier for global entities to operate in the 
Indian market. 

2. Accountability and Trust - By imposing high penalties and strict obligations, the Act compels 
companies to invest heavily in security safeguards like encryption and risk assessments. This 
elevated level of accountability is essential for building public trust in the digital ecosystem. 

3. Protection for Vulnerable Groups - The law places a strong emphasis on protecting minors (under 
18). Platforms, particularly in the EdTech, Gaming, and Social Media sectors, must implement 
verifiable parental consent and are strictly prohibited from tracking minors’ behaviour or engaging in 
targeted advertising directed at them.Similar verification measures are extended for processing 
data of persons with disabilities. 

4. Flexible Cross-Border Data Flows - The Act adopts a "negative list" approach for cross-border data 
transfer, meaning data can flow to any country unless the government specifically restricts a 
destination.13 This is considered innovation-friendly compared to previous proposals for mandatory 
data localization, although local storage may still be required for data related to national security or 
critical infrastructure. 

The Critical Relationship with the Right to Information (RTI) Act 
One of the most debated aspects of the DPDP Act is its direct amendment to the Right to 

Information (RTI) Act, 2005. Section 44(3) of the DPDP Act amends Section 8(1)(j) of the RTI Act. 
The Change - The original RTI provision was a cornerstone of public accountability, allowing for the 
disclosure of personal information—even if it invaded privacy—if the larger public interest was deemed 
to outweigh the right to privacy. The new amendment effectively removes this "public interest override". 
The Conflict - Critics argue that by removing this provision, the DPDP Act makes it more difficult for 
citizens and investigative journalists to access personal information about public officials, such as asset 
declarations or performance reviews. 
The Asymmetry - This creates a significant asymmetry - while the private sector (Data Fiduciaries) 
faces unprecedented scrutiny and penalties under the DPDP Act, the State has simultaneously utilized 
the privacy framework to restrict its own accountability mechanisms, limiting public access to key 
governance information. This conflict, which was operationalized immediately, poses a challenge to 
transparency and democratic oversight. 
Implications and Way Forward 

The implementation of the DPDP Act holds vast implications for various stakeholders - 
Stakeholder Positive Implication Challenge 
Data Principals 
(Citizens) 

Greater control over personal data, clear 
consent mechanisms, and the right to seek 
correction/erasure. Immediate and 
mandatory breach notification [Passage]. 

Potential decrease in transparency 
regarding public officials due to the 
RTI amendment. 
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Data 
Fiduciaries 
(Companies) 

Clear legal framework facilitates long-
term digital strategy and global 
integration. Tiered oversight (SDFs) 
mandates higher standards.1 

High compliance cost, particularly for 
Significant Data Fiduciaries (SDFs), 
who must appoint a Data Protection 
Officer (DPO) and conduct annual 
audits.9 

Regulator 
(DPBI) 

Equipped with high punitive power (up to 
₹250 crore) and a fully digital 
infrastructure for efficient enforcement. 

Requires robust technical capacity to 
handle mass compliance issues and 
manage complex digital evidence.5 

Way Forward and Conclusion  
The DPDP Act is a landmark step towards guaranteeing digital rights in India. Moving forward, success 
depends on several factors. 
1. Effective Enforcement - The DPBI must be fully constituted and operate efficiently to handle 

complaints and enforce penalties rigorously. 
2. Clarity on Grey Areas - The government needs to define the scope of the "negative list" for cross-

border transfers and the precise criteria for designating Significant Data Fiduciaries. 
3. Balancing Test - The most crucial long-term challenge is resolving the RTI-DPDP conflict. For the Act 

to truly foster democratic confidence, mechanisms must be found to ensure that enhanced privacy 
protection for individuals does not inadvertently become a shield for official opacity. 
In conclusion, the DPDP Act secures the constitutional right to privacy in the digital age, imposing 

rigorous standards on corporations. Its enduring legacy will depend on how effectively India navigates 
the delicate balance between robust data protection and the fundamental requirements of 
governmental transparency. 
Main Practice Question 
1. “Assess the conflicting provisions in the Digital Personal Data Protection (DPDP) Act between the 

stringent corporate privacy standards and public accountability via the RTI Act”. 
Answer Guidelines 

The candidate should address the question by defining the dual nature of the DPDP Act - its role 
as a robust regulator for the private sector, and its function in amending the transparency mechanism 
provided by the Right to Information (RTI) Act, 2005. 
1. Introduction (30–40 words) - Define the DPDP Act, 2023, as India's first comprehensive data privacy 
law, rooted in the constitutional right to privacy. State the core thesis - The Act creates an inherent 
asymmetry, establishing high accountability for Data Fiduciaries (private entities) while simultaneously 
relaxing transparency obligations for the State (public bodies). 
2. Body  
Body 1 - Enforcing Stringent Corporate Privacy Standards (Pillar of Protection) 
High Penalties - Mention the severity of the financial risk (up to ₹250 crore per breach) which mandates 
proactive compliance from companies, elevating data governance to an enterprise risk. 
Heightened Obligations - Detail specific compliance requirements - 
Consent - Must be "free, specific, informed, and unambiguous," delivered through clear, standalone 
notices. Withdrawal must be as easy as giving consent [Passage, 16]. 
Vulnerable Groups - Strict mandates for minors (under 18) and persons with disabilities, including 
verifiable parental/guardian consent and the prohibition of tracking or targeted advertising directed at 
children. 
Significant Data Fiduciaries (SDFs) - Requirement to appoint a Data Protection Officer (DPO) and 
conduct mandatory annual audits and Data Protection Impact Assessments (DPIAs), mirroring tiered 
global oversight. 
Body 2 - Restricting Public Accountability via the RTI Act (Pillar of Conflict) 
The Amendment - Explain that Section 44(3) of the DPDP Act immediately operationalizes an 
amendment to Section 8(1)(j) of the RTI Act. 
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Removal of the Public Interest Override - The critical point is that the amendment removes the clause 
that allowed disclosure of personal information if the "larger public interest justified disclosure," even if it 
invaded privacy. 
Implications - Analyze the consequence of this structural change - 
It shields personal information of public servants (e.g., asset disclosures, performance records) from 
scrutiny. It is criticized for undermining the RTI Act's effectiveness, potentially hindering civil society 
oversight and investigative journalism.7 
3. Conclusion and Way Forward (40–50 words) 
Critical Assessment - Conclude that the DPDP Act is a progressive step for data rights but introduces an 
asymmetrical governance risk. It successfully regulates private power but uses the privacy mandate to 
limit transparency regarding state action [Passage]. 
Way Forward - The successful implementation hinges on the Data Protection Board of India (DPBI) and 
the judicial system developing a robust balancing test to ensure the Act fulfills its privacy mandate 
without unduly compromising the constitutional principle of government transparency. 
 
 
 
 
 


